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A b s t r a c t

‘J’his  cxpcricncc  Je]wrt  describes  the lessons lcaljlcd  from tllc use of Software l“ailurc
Modes and Effects Analysis (SII’MEA) for requircIncnts  analysis of critical spacecraft
soft, ware. ‘J’lIc SII’M l;A proc.ms was found to be successful in idc Iltifying  some alnbigu-
OUS, inconsisl,cnt, and missing requircmcllts. More importantly, tllc SII’MII;A process,
followed by a backward analysis somewhat similar I o Fault  ‘J)rwe A~lalysis  (11’’1’A  ), iden-
tified four significant,,  unrcsc)lved  requirements issues. g’hcse  issues involved com])lcx
systmn iIltcrfaccs and unallt,icipai,cd  dcpendcnc,ies.  Our  results  challenge some current
views on tllc limitations of S] I’M}{;A  and suggest that recent  efi’orts by mscarchcrs  to
integrate SII’MII;A  with a broader 11’TA ap])roach have merit.

1. The Problem

‘J’llcrc  arc software programs onboard  spacecraft that,  must autol~o]nous]y
and ovcrscc  tlIc  rcmvcry of t,hc spacecraft  froln  faults  durilig  flight.  S ince

detect, idcniify,
Lhcsc  faults call

t,hrcatcn tllc  well-being of tl)c  sl)acccraft  and the succcss  of its scientific mission, tllc  soft-
ware tlIat rcspol)ds  to SUCII faults  is considered to bc critical hy !,l Ic dcvclo])mcnt  team, A
fault  is givcl) tl)c  s tandard dcfilkition  llcrc  of I)cing citl~cr “a clcfcci ill a }lardwarc  dcvic.c or
conlpoIIcnt”  or “m incorrect stcl),  process, or data clcfinitio]l in a computer program” [11].
‘1’llosc faults wllicll earl cause pc)wcr  ]0ss, cxccssivc  t,crnpcratllrc,  l)ropc]]aIlt  tank ovcrprcs-
SLIIC,  intcrru])tioIl  of uplink  comlnandability,  or loss of downlinkcd  scientific aIld c])ginccring
tclcInctry  arc dctcc,tcd  and llal)dlcd  by onboald  softlwarc.

l{cquirclllcllt,s  analysis  of this critical software is difficult sillcc  tlIc software is often both
comp]cx and ]Iigl)ly  coup]ed. ‘J’lIc software that  rcs~)ollds to faults is oftcll  dcpmldcnt  011
otllcr distributed software allcl  llarclware  mm])oncnts  (for cxalllplc, a sing]c  llardwarc  fault
lnay aflcct llllllti~)lc software ])roccsscs)  and sul)jcct t(I timing Collstrailll,s (for cxa]nl)]c,  t]lc
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Figure 1: Sl~h4111A in tlIc Context of the l{equirclnwlts  Analysis l’roccss

software Itlust  provide quick rccovcry  of fll Ilct,ioI~alit,y).  ‘1’lICSC  properties make the correct
atld  coInplctc  specific.atiol] of rccluircments  hard to dctcnniuc  and hard to validate.

III IJarticular,  iIladcxluatc  software rcspoIIscs  to extreme cxmditiol]s  and boundary cases arc
of concern. Appropriate software rcspomcs  to aIlomalous  hardware behavior, unanticipated
stab, il]valid  data,,  a]ld signal  saturation arc rohustncss  issues that should bc resolved, if
~)ossib]c,  during the rcquircIIlcnts  pllasc.

2. Our Approach

‘1’llis  cxpcricl)c.c  IC1)OYL  clcscribcs  OUT use  of Softwalc  l“ailure  h40dcs a u d  ItfTccts  Analysis
(S1’MltA),  followed by a backward analysis so~ncw}lat  similar to l“auli,  ‘J’rcc Analysis (lJ’I’A),
to assist ill analyzing  tllc software rcquircmcllls  for critical portions of tllc spacecraft sofl,warc.
]Jigurc  1 Sl)ows  tl]csc  tcclllliqucs i]) tjhc co]ltcxt, of tlIc rcquirmncllts  analysis process.

‘1’lIc a])proac]]  was used on twc]lty-four  softwart’  modules OII two spacec ra f t  sys tems ,
Cassi]li a]ld Gali]co.  ‘1’lIc goals WCIC to help reduce  lhc IIuIIll)cr  of failure Inodcs, miniInizc
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tllc  Cffcct of tllc rctnail]illg fai]um Inodcs, and smrt:h  for una]]ticipatcc]  fai lure modes.  A
f a i l u r e  ]nodc  is dcfi]lcd  to bc “the l)llysica] or fun{: tiollal  Inallifcstat,ioIl  of  a fai lure.  ” A
failure is dcfi]~cd to bc ‘(tllc  illabi]ity of a systc]n  or co]]]])o]IcIlt  to pcrforl]l  its r e q u i r e d
functions  witllill  slwcificd  pc,rfonnancc  rc.quirmnmts  limits” [11],

S o f t w a r e  l“ailum  Modes  and l<;ffccts Analysis  is  an cxtcl)sioll  of tllc ]lardwarc  IPailurc
hflodcs  al~d l~H1ccts  A1lalysis (1’’h4l{;A). ‘J’llc  l)rocdu]c  f o r  ])crfor]llillg  ]Ia,rdwarc  ]“h41tA h a s
bcml stalldardizccl  [] 9]. ‘J’lICIC  is no comparable. standard for pcl forlning  SP’MltA,  although
its USC is well-[ioclllloclltc(l [9, 21 ]. l“or cxalnp]c,  a t,cc]]lliquc si]nilar to Sl~M1tA, c a l l e d
Software ltrror  IIflccts  A1ialysis (Slt13A),  was used ill the dcvelopmcj)t  of the rcnclczvous  and
Lcrthing software for tllc Colun)bus  lrrcc l~lycr. P’or critical software, a S}tltA  was rccluircd
[25). ‘1’llc Systelll  Safety Analysis IIandbook  ~)rovidcs  a brief, nol)-proccdura]  description of
SII’MltA  [23]. A n)orc dct,ailcd  dcscriptiol)  of the SI{’MI<JA I)roccss as app]icd  to our ])rojcct
appears ill Section 3.

We c]l)bcddcd t,l]c SII’MIJA in a two-step rcquirc]llcnts  analysis I)roccss  (1’ig. 2):

1.

2.

‘1’llc SI{’M 141A used forward searching to identify Cause/} tfk:ct  relationships iu whicl!
uncxpcctcd  data or software bcl)avior (causes) can rcsu]t ill failure n]odcs  (effects). l’or
cxal]lp]c,  “outdated sensor data” (cause) call “]~rcvcnt tllc software from commal~ding
a nccdcd hardware rccollfiguration”  (cfl’cct).

Note tl]at alt}lougb  tllc cause is often labeled a “fault” ill descriptions of SFMltA,
it is lnorc  useful to c.onsidcr  unexpected or anomalous  data arid behavior, as WC]] as
strictly il)corrcct  data ant] behavior. ‘J’his is (specially  true for SI{’MEA pcrforlucd
during rcquircmcnts  ana]ysis,  since a. “fault” al this early stage often lncans  notlhillg
more col~c.rctc  tl~an a deviation from cxpcct,  atio]ls.

A backward scarc}l  tcchniquc  was then used to examine the possibility of occurrence
of cacll  a.l)olllaly (cause) that produced a failur(’ mode (cflcct). 111 tllc cxatnplc above,
tllc root node for t}le  backward search was “outdated se]]sor data.” 1]1 this case our
backwarcl  search for circulllst,anccs  that,  could lead to outdated sensor data found a sit-
uation i]) which failed hardware contil]ucd  to provide (inaccurate) data to tllc soft, wa,rc.
‘J’]lis  bad data,,  dL]c to the voting ]ogic in t]lc  software, COU1 d veto a needed rccovcry
action.  IIy demonstrating t}lc  possibility of a I]CW failure nlodc (obsolete data prcvcnt-
illg required actions), the rcquircmcnts  spccifica(ions  were illl~Jrovcd. “1’hc failure moclc
was elilnillated  Ly a change to the software rccluircmcnts.

‘1’llc backward scarc]l  is sill)ilar  to a 1~’ault ‘1’rcc Analysis, cxcc])t  that the root ]]odc (the
cause) is ]}ot IIcccssarily  a fault or even an cwcl]tj. A Fault ‘1’ICC Al]alysis,  on the otllcr
hal)d, takes a known  fault or hazard as its root and works backward to dctcrminc  t}lc
poss ib l e  c.auscs [h]. Al)otl)cr  diffcrcncc bct,wecn our backward scarcll  and ll’rJ’A is that,

Software F’J’A is usually applied to code, w}lcmas the backwarc]  scarcll  here is applied
to software rcquirc]nc]lt,so Sillcc ]Jau]t ‘J1rcc AIlalysis  h a s  bc<:]l  ])rcvious]y  docunlclltcd
in dctai],  ]10 fllrtllcr  dcscri))tiol]  is provided IIcr(  [1 3] .

Note also that tl)c  backward search ill this rcquircmcnts  arla]ysis  evaluates OIIIY t,llc
“possibility” of occurrcllcc,  not the likclillood. A t  tlm  rcquircmcnt,s  pl]asc  of dcwcl-
ol)lnc~]t  tllcrc is insufflcic]lt  know]cdgc  10 provi(lc  ally llu~ncric.al  nlcasurclncnt  o f  tllc
probability of occurrence.
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]Jigurc  2: ovc!rvicw  of Analysis ]’l’OC.CS~

Integrating SFMEA and Backward Search

III our cxpcricIlcc,  the strength of SFM  EA (identifying prcvious]y  unknown failure modes)
and tl~c strength of backward search (identifying coIllbinations  of events and circumstances
that could cause tlIc  hypotllmizcd  fault to occur) were coIn~JlcI]~(’lltaly.  ‘]’bus, some current
views rcgardi Ilg tllc limited cffcctivcncss of Sl+’MltA  wrcrc not sup]jortcd  by t}lc  rcsu]ts  of our
iIltegratc,d  Sl~M I{lA and ba.c,kward  search approacl].

h’or  cxamp]c,  Sl~Ml;A  is often dcscribcd  as only considering OIIC discrepant event (fault)
at a ti]nc, ratllcr t]lan combinations of  events .  WC found, l]owevcr,  that wllcn  intcgratcxl
with a backward analysis, thC S~’’M]’;A  OftCIl  hC]]XLd  iSO]atC  CO1llbill?LtiC)IIS  O f  CVCIltS a n d
circumstances that can  lca,d to undcsirab]c  states.

It was illt,crcst,ing  that in four cases the failure rrlodc  idcntifi(xl  by the SlrM}tA  was not
a ])rcwiously  known failure mode. ‘1’lIus, if a F’I’A liad been }wrformcd  star t ing from the
known failures, these four rcquircmcnt  inadequacies would have  rmnaincd  hidden. lnstcad,
tllc  Sl{’M1tA  isolated a ca.usc (e.g., bad input, ) that lcd to aIl undcsirml  cfrcct  (c.g, bad control
dccisioll).  ‘J’l Ic backward search (e.g., “how could that bad input reach the software?” ) thcm
idmltificd  a cmInbiIlat,  ion of events or uncxlm:tcd  illt(’rac.tions  that,  could lead to the failure
IIlodc })ostulatcd  in tl~e SII’M}’;A.

Our results indicate that recent work to illtcgratc  the forward scarc}l  for effects (typical
of Sl~MllA)  al~d t,llc backward search for contributing causes (typical of F“J’A)  }las Incrit.  ]>or
example, a recent paper by Maim dcscribcs  the usc of a fault-tree Imcxl  IIazard  analysis to
derive safety requircll)cllts  for a. robot’s control software. I“M lIXA (h’ailure  h40dcs,  l;ffcct,
and ~riticality  A]lalysis)  is ]m-fonncd  011 tllc  documcl]tcxl  software recluircmcIlts.  Maier fiIlds
that tllc major Lcllcfit  of the FMIWA lies ill its bci}lg a preparatory activity to fault tree
col}structiml.  [1 5].
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A LWCCI)L l)a))cr  by Mcl)cnnid  and l’ulnfrey  clcscribcs  a Lccllllicluc  for software safety anal-
ysis based on a structl]rcc]  a~)proacll to tl]e “il)]aginal  ivc alllicipatiol)  of IIazards”  [1 6]. IIascxl
o]) tl)c  II A7X)1) a])])roach  [1 3], t,hcir work conccmtrat,  cx on i])forll)ation  flows a~)d dcvc]ops
sets of guide words  to ~)rol]lpt  consideration of hypothetical  failllrcs. W]]crcas wc pcrfmvn
t h e  SlJh41tA  first and tl)cI] tllc  b a c k w a r d  s e a r c h ,  tllcy  (consistr]lt,  writll tlic  lIAZO]’ tCClI-
lliquc)  first perform tl; c backward search for causm and thm consider the cf?’ccts of cacll
IIy}mt,l]ctica]  failure.

It would  lx: intcrcstil]g  to compare the effect of the ordcri]lg of tl]c  scarcllcs  on tllc  SL]CCCSS
of tllc analysis. ltrOII]  our lilnitcd  cxpcricncc,  i t is ]tot clear w’llctllcr tllc  order of the steps
is sigl~ificant. ]1’or cxaln~)]c, all foLlr o f  ou r  Llnanticipatcd failure lnodcs lnight  ]]avc b e e n
idcl~tificd  CVC]] if a backwzLrd search for contl  ibuting  causes had prcccdcd  t]lc  SI~’h41tA.

SFMEA During Requirements Analysis

Software l“ailLlrc  Modes al]d ltflccts Analysis is rnmt commo])ly  used dLlriIlg  design analysis.
We found that S1’’h4l;A was cffcctivc  during rcquircll]cnts  analysis  whcm, as i]] our case, the
rcqLlirclncl~ts  spccificatiol]  l)roviclcd sufficient  de ta i l . ‘1’hc rcqLlircmcllts  docul]lcnt  that  wc
used colltai]]cd  over 200 ])agcs of l{hlg]ish  text, data tables, and flowcharts describing 24
software mOdU]CS. ‘J’]]c rcqllircmcnts specification defined a ]ICW software systmu.  ‘1’here was
no ICLISC Of software coll)poncnts  from I)rcvioLls systclus.

For simple, sta])d-a]onc  software where few details arc documented at tl]c  rccluircmcnt,s
stage, Sl~MltA  is not fcasib]c  until  a dcsigl) documcllt  exists. 11 owcvcr,  wc foLlnd that for a
coml)lex,  cmbcddcd  application) such as a spacecraft, the Sl”M FIA ilnprovcd  tllc quality of
t,l]c software rcquirc]ncllts  specification as WC1l as t,hc understanding of tllc software problcm,

1]] l)art,  icular, SII’MRA lna,dc tllc following contributions to the rcquircn]cnts  arjalysis.

1 .  l’;ar]y  Lllldcrstandillg  of rcquircmcx]ts. lJ1~dcrstanding  wl]at  t]lc  software requirements
arc is a llLIgc task i)l a co]n~)lcx, distributed systxm,  S1’h41tA  }Iclpcd idclltify constraints
t,l~at  would bc il~~]~oscd on the, design  by other parts  of tllc systcm  or by the context
ill wllicll tllc cmbcddcd software operated. ‘1’h(sc  constraixlts  al]d dcpendcllcics  w e r e
thus able to bc incorporated into the rcquircmcnts  specification.

‘2. ~ollllllLlllicati ol]. ‘J’llc  rcquircmcnts  spccificati(m  document  i s  wr i t t en  by a systcm
cngincwr,  and tl)cn  IIandcd  off to a design dcvclopmcnt  teal ~]. A clear, ul~alnbiguous,
and complctc docu]nmlt  ]Ilininlizcs  the possibility of lnisLIIl(]crstalldiI)g  at this jLlncturc,
‘1’l]c S1’’MlI;A assisted ill this effort.

3. l!rror rclllova].  llcquircll)cuts  e r r o r s , especial ly inkrfacc  rcquircmcnts  crrorsj  have
]listorica]]y  bccIl a soL]rcc  of persistent crmrs duriug  spacecraft dcvclopmcIlt  (sometimes
escaping detection ul]ti] systcm testing) [1 4]. Oftcu tl]csc  requirements errors invo]vc
ullallticipatcd  failure Inodcs  or intcrfacc dcpcnd(’ncim  that am dif~icu]t to detect. ‘J’llc
Sl~’h411A was ab]c to idcIltify  some SLICI1 errors l)rior  to dcsir;l)  dccisiol)s  being lnadc,
savjllg  subscquc])t  tiI1lc and cflort.

Sl~’MllA  I\as SO]I)C WCI1-lL])OWI1  l imitat ions al)d disaflvalltagcs  that  were coIIfirIncd  by oL1r
cx~wxicllcc. l,ikc ]nost  fai]urc alla]ysis  me thods ,  SIJhJltA  is ti]llc-colls~llllil)g;  IIILIC]I of it is
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tCdiOUS;  aI)d it dC])CIIdS  On t]IC donlai~l  kllow]cdg(:  of ~]lc ~lla]yst,  all{]  I,])c ~c.cl]racy o f  t,lIc
(lc)c.~lll]cl]t,atit)ll. 1]1 addit ion,  unlike  llardwarc,  a COIIIp]CtC  list of fai]urc ]nodcs  for softwarC
calilmt I)c assc]]~blcd.  Slrh!}tA  is a l so  a  ]na Ilual rai,]]cr t,]]a]]  all au~o]natic  lnctllod. AttcInpts

t o  auto]nate  a pmccss  silnilar to S1’’MI’:A  (c..g., by cxpandil~~  a dircctcd-grap}l  fault t r e e
analysis  too] so tl]at crrols can bc introduced alld  their  effects tracked) have not provided
a sul)stitlltc  for Inal]ual  S1’’MltA  [7 ,  8). M o r e  rigorous  st,a(,e-x(:ilcl  laljility allalyscs, tl)ough
useful, mquirc tl)orougll  and tiI-llc-coIlsl[IlliIlg  IIlodcli])g  of t]lc  systcIn  [2, 3, 4, 10].

‘1’llc Sl~h41{;A a~)l)roacl~ was CIIOSCI] as  l)art of  tllc  rcquirclllcllts  a]]alysis  ])rOCCSS on t h i s
l)rojcct large] y because it contributes to a systems approach to ] cquircmc]lts  validation. lt
focuses 011 tl)c  ways in wl]ich software can co]) tribute  to tl]c  systcln’s  reaching an undesirable
state.  S1’’Ml~;A al)alyxcs  tl]c  software’s rcsl)o]]sc  to hardware faults (e.g., malfunctioning sen-
sors)  al)d to operator errors that result  in bad input data. (e. g., illal)propriate  commands).
S1”M 13A also allalyzcs the effect of incorrect software actions  (c.g,  a software process issuing
crro~]cous reconfiguration commands) on the hardware coml)ollcllts.  SY’M}tA pays particu-
lar attclltjion  to hiddcIl  dependencies or intcractiol]s  that could cause the propagation of
crroIIcous  data to otl)cr  software modu]cs. III this way tl)c rcquircmcnts analysis process

exploits tl)c available domain expertise.

Sl~M1’;A  dificrs  froln  a causal analysis SUCI] as l~rl’A in that, SII’MI;A  postulates tllc cxis-
tCllCC of bad  data or uncxjmctcd  behavior and tl]cn  illvcstigatcs  t,llc cff’ccts  of that anomaly
o]] tllc  correct functioning of tllc software Inodule  and the system. Whetl~cr  the data or
behavior could  actually be corrupted in that manner (e.g., the arrival of outdated sensor
data or abnormal tcrJnillation  of the software module) is Ilot the ])ri]nary concern at this
point  of dcvclo})nlcnt,  ‘J’lle focus ill S1’’MItA is instead on the consequences of i])corrcct data
or inapl)ro})riatc  software activity. !t’his  is csl~ccially  apprc)~)riatc  for requirements analysis
since judgll)cnts  as to wllcthcr  a particular failure scenario is c,mdiblc  very oftc]) shift as
dcvclo}~lncllt progresses.

If tllc effects of tllc  bad data or uncxpcctcd  behavior arc sl]own to be acceptable, tllcn
confidc]]ce  i]) t}lc rcquircmcnts  is  enhanced. ltxanl~)lcs  of acceptable effects arc that bad
data arc rejec.tcd  by t]lc  software or that prclnaturc  t(rmillation  of t]lc  software module  sti]]
leaves tjllc  system in a c.ollsistcnt  state,

If tllc effects of the bad data or unexpected behavior arc showJi  to be unacceptable and a
backward search confirlns  the possibility that tllc situation CCJUICI  occur, then tllc information
is fed back il~to the requi~enlents dcve]opn~erlt  ])roccss.  Ylxamplcs  of unacceptable effects arc
tl~ai,  tl)c  bad data arc used ill a control dccisioll  resulting in crrol)cous  issuance of comlnands,
or that an abnormal tcrminatiol]  of the software nlo(lulc  results i]) a global variable being
updated wllilc  the status variable still indicates that 110 change has been made.

3. The SFMEA Process

‘J)llis  scctioll  describes tllc  process by wllicl]  LIIC SII’M I(;A (tllc ‘(h’orward Scarcl]”  in Fig. 2)
was performed on the spacecraft, software modl]les.  l)ctailcd  dcscril)tions  of backward search
arc available il~ [13].



Overview of Process

‘J’llC  following steps were ]Jcrforlncd  fol cacll softwart:  progran]  that was al]alyzcxl,

1. ‘1’llC llorlnal o])cration  of the subsystcm  Or fUIIC{ jell tO ]IC ])rot~:c,tcd  Ijy t]IC software was
dcsc.ribcd.  ‘J’llis  dcscxiptio]l  w a s  b a s e d  on t}lc a,vailal)lc rcquirclllcnts  doc.u]ncntation,
tllc al)alyst’s ulldcrsta]lclil)g  of tllc  systcm,  an{l  addi t ional  cxJ)lanatiol)s  froln  project ,
pcrson]lc],  as ])ccdcd. 1~’or cxamp]c,  for software that mcnlit  orcd  and  mspondccl  to the
10ss of a l~calt,l~  indicator (a “}lcartbcat” sent txtwccn  ccunputcfs),  a description of how
tllc  llcartbcat function  behaves was assembled.

2. ‘J’]lc  ~)ossiblc  ful]ctiona]  failures of tllc  subsystcm or ful)ctiol)  tc) be protected were  dc-
scribed.  contilluillg  with the cxalnple  introduced above, t}lis  step dcscribcxl  fai]urcs
sucl]  as “]]0 IIcartbeat, “ “heartbeat ]lot updated,’) “ llcartbcat  updated but garbage,”
and “l)cartbcat  ]]otf syllcllronizcd  with expected value’ ). Agai II, the information nccdcc]
for  this  st,cp was avai]ab]c  in t]lc doculncntation  and froln  col)vcrsations  wit]] the rc-
quimlllcl~ts  al)d design cllgillccrs.

3. ‘1’llc Ilormal  operation of the software ill protcct,illg  the subsystem or function was dc-
scrihcd.  ‘J’}lis  step idclltificd  how the sc)ftwarc  I cspondcd  to cacll of tllc failures listed
above, ‘1’lw information was available from aIl analysis of tllc documcntatioll  and
follow-up discussions. ‘J’his step validated the adequacy of tllc rcquircmcnts  to ac.conl-
plish  the intended purJ}osc of the software and confinrlcd  the analyst’s understanding
of the software rcquircmcllts.

4. ‘J’l]c possib]c  failure lnodes  arid effects of the software were  identified. ‘J’his  step was tllc
c rux  o f  tllc Sl~M1’;A. ‘1’hc l)a.ta and ]tvcnts  ‘J’al)lcs dcscribcd  below  were collstruct,ecl
as part of tl]is  stcl). Of special concer]l  was the possibility of uncxJ)cctcd interac-
tions atnong  rcdul~dant  l~ardwarc  colnponcnt,s  and coinputcm  or alnong  the  so f tware
~jroccsscs. l’or example, t}lc SII’MP;A investigated sccllarios  ill which a failure or ap
parent  failure of the l]cartbcat  might not pro]llpt  a correct response, or in which  an
inappropriate response could crcatc a prc)blcm  \vl]crc I]onc existed previously.

SF’MEA Tables

IT] a Illcssagc-lmssillg  Inodcl  of  a  dis tr ibuted systcrll, two kinds of fai]urcs  are generally
rcl)rcsclltcd: colnll)u~lication  failllrcs  and process failules [] 2]. 1]) accorclal]cc  wit]) this ]noclc],
two kinds  of fiailurcs arc al]a]y~,cd  in a. S}+’h4]~A  for each software ~)roccxs.  ‘l’o assist iIl t]lc

analysis  of ally l)ossiblc  failures of tllc software, two tal)lcs arc collstructcd:  a I)ata ‘1’able al~d
an 1’;vcllt,s  ‘J’able.  A 1 )ata ‘J’a.blc  involves comlnunicaticjn  failures. It provides the inforlnation
IIccdccl to ana]yzc  data dcpc]ldcllcics  and software intcrfacc errors. All ltvcllts  ‘1’able involves
softwal  c l)rocess  fai]urcs  (where “process” means  “t]Ic progranl  ill execution’)) [24]. ‘1’l]c
l{;vcllts  ‘1’ab]c p r o v i d e s  tllc inforlnation  nccdcd to alialyzc tl]c  efrccts  of fai]urcs  p o s s i b l y
caused by software that  fails to function corl cctly. ‘1’hc investigation]] of faults in the two
tables is col]sistcl]t  with current classifications of defects in software [1, 6, 17118, 22].

‘1’I]c first tyl)c of table is tllc  l)ata ‘J’able (’1’able 1). ‘J’his  table cvaluatm both the effect
of rccciving  bad o r  ullcxl)cctcd  il)put data on the bcllavior  of tllc  JJroccss  bcillg  ana]yzcd,
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lJI)IIccmary

I ccollfiguratioll
c.ommandcd

——

‘J’able 1: l)ata ‘J’able l;xalnplc

alld tllc cffcc.t  of producin~  bad or uncxpcctcd output  data 01) the be}lavior  of the processes
t,l]at usc this data.

11’or cacll illput  (data iteln read or rcccivcd  by the software process) and each output  (data
itmn  written or output  by tllc  software process (illclllding, ill OUI a})l)lication,  conllnands  to
s})a,c,ecraft  subsystcn)s),  cacll of t]lc  following four falllts is postulated:

1.

2.

3.

4,

Absc])t  l)ata: l,ost or InissiIlg  mcssagm,  abscllcc of scIIsor i]l])ut da ta ,  l ack  o f  inpu t
or output, failure to rcccivc needed data, missing comma]lds,  nlissing  updates of data
values, data loss duc to hardware failures, fail urc of a software process or sensor to
sm)d tllc data l~ccdcd  for correct functiolli)lg  of this softwa.rc  lnodulc.

]nc.orrcct  l)ata: IIad  data, flags or val iablcs  set to values that  don’t  accurately dc-
scribc  tllc spacccraft>s  state or tl)e  operating environ Incmt, cmoncous  triggers, limits,
dcadballds,  delay tilncrs;  erroneous parameters, wrong col]lmands  output, or wrong
parameters to t]le  right  commands; spurious or uncxpcctcd  signals.

‘J’ilnillg  of 1 )ata Wrong: 1 )a.ta  arrive t,oo late to Lc used or h accurate, or too  car]y to bc
used or l-m accurate; obsolete data are Llscd in contro]  decisions (data age); illadvertcnt,
S})urious  (ullcx])cctcd),  or trallsicnt  data.

l)up]icatc  1 )ata,: licdundant  copies of data, data overflow, data satL1rat,ion.

]{’Or CaCh of these four fau]t types t]lc!  ])ata ‘~’ab]c!  illclLldes  ttlc description of the fall]t  and
tllc cfrect.  ‘1’lle I)cscriptio]l  column describes the fault as a.l~plicd  to the rclcval)t  data itcm.
For cxalnp]c,  if the data itcxn is a flag that indicates whcthcx the systcm is in a critical mode,
and tlvs data fault type is “Incorrect value,” the I)csr.ription  colulnn  might state, “F’lag set
to true during Iloll-critical  II]odc. ”

‘1’llc ltfrcc.t column is a sllort,l~and descri])t,ion  of t he conscquc]Icc  of the data fault t ype
local ly o~) tile data itcln and Inore globally on the subsystcm  and systc]n.  111 the cxalnplc
given, tlic c])try  migl~t s t a t e , “Unnecessary rcco]lfiguratioll  comltlalldcd.  ” 111 general, the
cfrect  of a faLllt  on input  data will be either that a state is ]lot u])datcd  as it should be,
or that tlic state change is not visible to tllc  softwar(:  that uses it. ‘1’hc cft’cct  of a fault 011
out])ut, data wi]] LlsLlally be t]lat other components (software procmscs  or l)ardwarc  units)

lack tl]c  illfor)natioll  tllcy  ]lccd to function correctly.
‘1’llc sccolld  tyl)c  of table is tl]c  l{;vcnts ‘J’able (rl’able 2). ‘J’llis  talblc dcscribcs  both the local

~frcct of pcrforl]]illg  w] i]lcorrcct event 0]] tliis  JnodL]lc’s  behavior and tllc  global, or cud, effect
of tllc  illc.orrcct  cvcllt  o]] ot,llcr ljarts  of tl)c subsystc]n  ~u~d systclll. l“or cacll cvcllt  tl]at occurs

8



1.:- ‘-l::-:::.14VC111 J/’’ucn i Fallli ?~pc
(Ualculak  pointer ‘Illcorrcct logic
i]lto a table

.— —.. .

‘J’ablc2:  llvcnts’J’al~lc  l’}xaln~)lc

l’ointcris  ‘“ I’oillts  past cnd
miscalculated of table, prcvclltin,g

]lccdcd  rcxonfi~uratiol)“ - - - - - 1

as the process cxccutcs, four cvcmt  fault types arc l)ostulatcd.  \4~l~at consiitutcs  au cvc)lt
depends on the lCVC1 of detail of the clocumcntation  ])roviclcd,  but is usually considcxcd  to bc
a sil)glc action (e. g., perform a calculation, samp]c a sensor value, command  an alltcnna to
SICW to anot])cr  position). Alt])ough  some rcquircmcllts will Ilot I)c brokcll  dow~l into  cvcllts
ulltil  tllc design stage of dcvcloplncl}t,  nlally  of tllc  critical rcquirmrmlts  arc already spccificd
in t,crllls  of tl]c  actions, or trallsforlnations  of inputs into outputs, that must occur.

‘1’}lerc  arc four ty~)cs of cveJ)t faults:

1 .  Ilalt/Abnormal  ‘1’crlni~lation: Opcn,  stuck, hu]]g,  deadlocked at this point (event) iu
the procxss.

2. O1nission:  l’;vcnt fails to occur but process continues execution; jumps, skips, short.

3 .  lncorrcct  l,ogic/l}vcnt: IIchavior  is wrong, lo~ic is wro]lg,  branch logic  is reversed,
wrong assumptions about  s tate ,  prccol]ditions,  ‘idoll ‘t cares” arcll’t truly  SO; CVC1lI-

(c.g.,  command issued) is wrong to implclncnt  (1]c intcllt  or rcquircmcnt.

4. ‘J’ilniug/Order: l{;vcnt  occurs at wrong time or in wrong  ordm, event occurs too  early
(prc]],aturc; systcm  ]]ot i]] proper ,nodc  to rcccivc or process it), too late; tl)c scqucncc
of events is incorrect, an cvcllt  that must prcccdc  a]lothcr  cvcllt docsn’t  occur as it
should;  iterative events occur intcrnlittmltly  rat hcr thal)  rcgu]arly;  cvw)ts  that should
occur only once instead occur iteratively.

l~or cac.11  of t,llcsc four fault tyl)cs, the ltvcnts  ‘lablc includes a description of the fault and
its effect. ‘1’hc ])cscription colunln  dcscribcs  the fault as ap~>licd to the event. 1~’or example,
if tllc  cvcllt is tl]c  calculation of a ])oint,cr into a table and the event fault is “I1lcorrcct  logic,’)

tllc  dcscri])tiou  lnigllt,  s tate , “1’ointcr  will bc lniscalculatcd.  >’
‘1’IIc l’Xfcct  colu]n]l  is a sl~ortlland  description of tl]c  co)lscqucllcc  of the cvmlt  fault type

0]) tllc rc]cva]]t  event and tllc failure mode(s) that nligllt  result. III tllc cxalllplc  given, tllc
entry Jlligllt state, “l)ointcl  }Joints past  end of tab]c,  ]Jrcvcntillg  I]mxlcd  rcconfiguratioll.”  Iu
gmlcral,  tllc cffcc.t of a IIalting  fault type will bc tha[ there is ]Io output froI1l the software
rcs])ol]sc. ‘1’llc ])ossibility  that soInc outputs  (e.g., up(lates of sliarcd  variab]cs)  occur before
t i le  process l)alts  carries a risk of the s])accc.raft,  bcillg  Icft ill all inconsistent  s tate .  ‘J’hc
effect of all olnission  fault type is often that  ]10 outpui  or incorrect output is produced (e.g.,
wrong  time or wrong order). Again, tlic  software nlas’ bc left ill all iIlconsistcllt  state. h40st
OftCll,  tllc  Cflcct of IIlc.orrcc,i,  ] ,ogic.  is t]lat t,]~(~ software’s bcllavior  is wrong, i .c.,  it docsn  ‘t
satisfy tl]c fullctiolla]  rcquircI1lcllts  or produces  wronp,  output .
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‘1’l)c effect of a ‘J’ilning/Order fault is usually that I,IIc out])ul  docsn’t  satisfy the tilnillg
co:lstraints,  rcquimd ordc]  of co]]llnands  (cog., “lnstrunlcllt  lnust  1)(’ tul  IIc!(l off l)(!forc  I’cplace-
IncIlt  llcatm is tlurllcd 0]1” ), or data dcpclldcllcics  (t. g., “’1’llc  flag l]~ust  bc u~)datcd  before
it is used”)  llccdcd  for a correct  illtcrfacc wit]] tllc other l)rocmscs  t,}]ai, usc tjllis  s o f t w a r e
process’ output.

111 Lwslmnsc to requests  frolll tllc  rcquirclllmlts  a?]d dcsigll cllgiliecrs,  WIIO usc cri t ical i ty
il]forlIlatioI]  to ])rioritixc  their cfrorts, a  cr i t ical i ty rat ing was added during t,l~c SI+’N41JA
l) I”OCCSS. ‘1’llc criticality rating is al] ordered })air. ‘J’l)c  first cl(:ll){!llt  of tl]c ])air refers to a
six-tiered classification of t,llc effcc.t  of tl)c failure c)n tllc systcm (frolll “])0 I]oticcahlc ilnpact”
to “cmnplcte  loss of mission .“ ) ‘1’hc second  clcrnc!nt of the pair classifies the probability of
tl)c failure oc.curri]lg, based oIl cxpcricncc with sinlilar  software (“nigh ,“ ‘(medium, ” aI]d
“low.” ) [20].

Usillg  tllc SFMlt A tables, co]lccrns  and possibly vu]ncrab]c  areas were iclcntificd.  ‘J’hcsc
were docunlcllt,ccl  ill suflicic!nt dct, ail so that a readcu could dct,crlninc  whether tllc  rcquirc-
n]cnis  ]Iccdcd  to k cllallgcd. Most of the effort of pcrfor]ni]lg  a SII’MIIA was cxpc])dccl
llcrc,  ill rcvicwil)g  tl]c  SI’M I;A tab]cs to scc if tllc software lac.kcd  robustness against  fail-
ures.  ])uring this step, co]ltact with the project l)(xsonncl  was ilnportant,  t o  d i s t i ngu i sh
alllbig~lo~ls/i llcoI1l]~lctc  docLllllclltatioll  from actual rt:quirclnc~lts  flaws. including col)ics of
all rclcvallt doculncl~tatiol~  as WCII  as explicit rcfcrcnccs  to Incnlos,  expert ol)inions,  etc., ill
the final  reports encouraged rapid  feedback of the results intc]  the dcvclopmcnt  proc,css.

‘]’hc results of each S1’’MltA  were writtcl) up in tllrcc pal ts: (1 ) ]Iocumcntation  inconsis-
tclicics/an~biguitics/inaccLlracics/  olnissions  (Llsed bol h for u~)clatil]g  documentation and for
later validation of the code against the rcquircmcnts);  (2) issues and concerns (possible unan-
ticipated  fai]urc ]nodcs  or effects, ordered according to criticality); and (3) the sLlpporting
SI’’MEA tables.

4. Results

Forty-eight issues were iclcntificd  in the first, seven Sl~’MNA coml)lctcd for the Cassini  space-
craft sof~warc  currently under dcvclopmcnt. ‘l)hc detection and  resolution of these rcquirc-
lncllts issues arc dcscribcd  bc]ow in so]nc  detail to illLlstratc  t}lc SLICCCSSCS  atld  lilnitatiolls  of
tllc  forward and backward scarcl)  techniques we used.

111 addition, rcsL1lts  from four more rcccnt] y performed Sl~M ltA alld  t]lirtccn Sl~hlltA
J)cl’forlnccl  on a ]Jrior spacecraft (Galileo) arc dcscrihcd  to ]Jrovidc  supplclncntary  context.
Sillcc illforll)atiol)  is Llllavailablc  regarding which issLl(x resulted i]] c.hangcs to rcquircmcllts
i]] tl)cs~! early or very rcccnt  S1’’hll~lAs, their r(!sults  al c o)lly sullll})arizcd.

of t]lc forty-eight issues found jn the first SCVC]I Sl~M1’;A  pcrfo]  lllcd on the current sl)acc-
claft,  twcllty-five resulted ill c}la]lgcs  to the rcquircmcnts  spccificatio]ls.  Of grcat,cst  interest
were tllc four of tllcsc twenty-five involving u] Jrcsolvcd  rcqLlircmcl~{s  issues identified cluring
tllc  S1’’MltA. All four of tllcsc  nlajor  issues illvolvcd  intcrfacc  lc:(lLlil(:lllcllts  (bctwecll soft-
ware lnodu]<!s), IIistorically a difhcLllt  area for rcq  Llirclr)cnts validation, 111 cacll case, fLlrtllcr
rcquirclnc]lts  analysis  w a s  ulldcrtakcl]  and lcd to a cllangc  ill tllc  rcquircn~cl]ts.

‘J’llc  foLlr issLlcs  were failLlrc  ]IIodcs involvil)g  prc~iously  ullanticil)atcd  scenar ios  il]adc-
quatc]y  IIalldlcd  by cxistillg rc(lLlilcll~(:llts.
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Software
Requircsuents
Specification

1 “

]~or~ard

Scmch

~~ 1- . . ..-

Backward

Search

“Sojhvare  shall  rcqumt  error
recovery when  da [a indicate

error  condition. ‘‘

Bad data (outdated bul in valid

range) cause software  to veto needed

error  recovery (failure mode).

Circumstances identified in wi~ich

bad data could be sent to this

soft ware.

l“igurc  3:

]“or cxa]np]c  (1’’ig. 3), onc S1~M1’;A  idcl]tificd  the following cause/cflcct relationship:
~ausc: inaccurate data from a sensor; Effect: prevention of ]Iccdcd  error rccovcry.  More
spccifical]y,  it was found  that inaccurate input  data could ill effect veto t,llc cxccut,ion  of a
software response that  was nccdcd.  ‘]’his could  occur w])c]) the il]put data appeared to bc
IIcaltlly,  but  was actually reflecting an obsolete state.

l~illding this cause/effect relationship ill the S1’MI;A lcd to a backward spccu]ativc  illquiry
as to wllctllcr  atly set of circumstanc,cs  existed whcr<’.by the software would  actually rcccivc
scc~llillgly  IIcaltlly  but obsolete data. ‘J’he backward sca.rch  froln  tllc cause (obsolcic  data in
Ilcaltlly  rallgc) found that the current intcrfacc rcc~uircmc]lts  allowed obsolete data from a
failed sensor to colltilluc  to bc sent to the software. If a sensor failed with hcaltl]y  values,
tllcll that data would conti]luc to tsc used indcfinitc]y,  allowing tllc fai]urc mode identified
ill tllc  SlrMl~JA.

Subscqucnt]y,  tllc software rcquircmcnts  for tllc  IJiccc of software that  passed the sensor
data to this lnodu]c  were cllangcd. ~’hc Ilew lequircn Icnt states that  the software will ensure
data frcshn(!ss  by o]]ly distributing data, frolrl a sensor that  has })asscd a test.

It is il~tcrcsting  to ]}otc t,llat the new rcquircmcl~i,  il]dic.atcd  by this SII’MltA w a s  n o t
actually for the software on wllicll the Sl{’h41tA was l)crformcd l)ut, for software on the other
side of tl)c  data intcrfacc. ‘1’his  p r o v i d e s  all cxaml)lc of l)ow il]tcgrating  SFhJI~lA wit]] a
backward scarcll  for cllabling  circu]nstanccs  ca.u dct(’ct  ILiddcll  intcrfacc errors. ]n this case,
tllc  co]llbinatioll  of SFM 11A and backward search uncovcrcd  a latent rcquircmcnt  which could
tl]cll bc rcaclil y resolved prior to design.

A second cxalllp]c of a rcquircmcnts  concern foul)d by tllc  usc of Sl~M ftA alld  backward
scare.11 illustrates how subt]c  t]lc intcrtwini]lg  requirements that lead to a robust dcsigl~
solllctilncs  arc. ‘J’]lis  fai]urc  nlodc invo]vcd  a race condition  bctwccll  two diffcrcllt  r eques t s
for crrol-lla~l(llil]g. If an ovcrp~cssurc  i]] the fuel  tank occurred and the ‘(wrong” software
rcqumt won tl]c  race, t,hcll  tllc  software would skip a lnilclcl  rcsp(nlsc  usillg  lloll-colls~ll]lablc
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NX)UMX!S (latCll  ValVCs) a,,d procccd to a ,norc  d r a s t i c  rcspo,Isc  using  co*,sumalJlc  rcsOUICCS
(pyro valv(!s). ‘J’his  failure Inodc  was dctcctcd by noting in t,hc S1’’h4]tA  t]lat tllc pcrsistcncc
lilllits  (tilncrs  fro]]] tl)c ti]nc tllc  ovcrprcssurc  was dctcctcd  ullt,i]  the NXlUCSt for fa~llt-llal~(l]i]lg
was triggered) were idcllt,ical for tllc  two software ] nodules. IJ1 normal operations this is
correct, sillcc  tllc tilncrs  will start c.oul]t, ing at diffcrcllt  ~Jrcssurcs. ]Iowcvcr,  if both software
I])odu]cs  were to start c.oullting  c.ol]currcntly  (S I$MI’; A cause ), a race condition would ensue
(S1”h4 lI;A Cff(!Ct).

‘1’akillg  tllc Sl~MltA  cause (col]currc)lt  count,  down)  as the root, I]cjdc,  a backward scarc]l
found  that tl)is  llyl)otl]etical occurrence could hap~)cn o]lly when  both software modules
dctcctcd all error at  tl]c  salnc t,imc. ‘J’his  is possib]{!  only ill the following colnbination  of
circumstances: a large ovcrprcssurc  in a propellant tank occurs just  prior to tllc sjmultancous
cllablillg  of two software progralns,  which occurs only when the spacecraft has just acl)icvcd
il]scrtioll  illto  orbit  around LIIC ])lanct.

l~indillg tl]is ullal)ticipatcx]  f a i l u r e  ]nodc  in the SIJMl~A  lcd to a rcquirclncnt,s  cllallgc
(staggered cllablillg of the software progralns)  to prcw!nt  the col]scqucuccs  of this rclnotc but
ulldcsirab]c  state. ‘J’his  provides a good cxalllplc  of Ilow Sl~’MItA colnbincd  with backward
scarcl]  can succcssful]y  investigate the effects of multiple or coincident cvcllts (a]lolnalim)
during  rcquircmcllts  al)alysis.

‘1’wcl~ty-ol~c  additional issues idcmtificd  il) the S}~M ItA prompted easier changes to the
rcquircmcnts  spccificatiol]. ]’;ach of these documentation issues resulted in an update to
tllc rcquircmcnts  specification. IIowcvc!r, none invo]vcd  an ulidcr]ying  inadequacy in the
software rcquircmcnts  nor was additional rcquircmcllts  analysis IIccdcd.  It is probable that,
any sufflcicmtly  close  rcadillg  of the rcquircmellts doculnent  or other means of illformcd static
analysis, colnbincd  wit]] early alla,lysis of ol)clatiollal  scenarios, would raise the salnc issues.
‘1’IIc ]Iumbcrs in parclltllcsm  il)dicatc how ]nau  y issues in cacll category were found.

. ~orrcct/~larify  documentat ion (9) ~’his included adcling  rationales for tccluirclncllts,
doculncnti]lg  a s sumpt ions ,  al]d rcxnoving  arrlbip;L1ous  statcnlcnts.  An cxalnp]c  is t}]at
tile collclitiol]s  ulldcr  wllicll a lncssagc is to bc Ic-scut  were ul)clcar.

● l{,CSO]VC illcollsistcnci~s  (7). AU cxaInp]c is incOllsistcIlt  IIalning  Of flags,

● Add ru]cs  s])ccifying  proper opcrationa]  usage (2). An cxaln])lc  is that flight maneuvers
solnctimcs  Inust  take into account whct]lcr  error rccovcry software l]as cxccutcd  yet.

● Add lnissing  rcquirc]nc~lts  (3). An cxall]l)lc  is tl]at a rcquir(v~]cllt  to disal)lc  a portion
of tllc  software following initial execution was JIlissing.

‘J’llc  rclnailling  twcl)ty-tllrcc  of tllc  forty -cigllt  issu(:s  raised by t,llc S1’’Ml~;A did llot rcsu]t
ill cllallgcs  to tllc rcquircmcnts  s})ccification. ‘1’hc main reasons for this were:

. (kEt/bcllcf  It tradeoff decisions by I,hc dcv(!]oJ~crs (e. g., some IIlll]ti])]c-fai]llrc  sccrlarios
wmc  too u]llikc]y  to lncrit  tl]c  cost of c.llaIlgc);

● SI+’MI’;A  analyst error (W1]CIC  all later agreed that  tllc  cxistil]g  rcquircmcl]ts  su{[iccd);

●  lssucs  t])at  disa,])])carcd  as a Side-cflect  of otllcr  u p d a t e s  to tllc rcquircmcnts;



o 1{.cquim]]~c]~ts  tlIat WCYC cited as lnissillg  bu t ,  IV(XC , i]l fact, documclltcd  clscwhcrc (in
wllicll case, o]l]y a cross- rcfcrcnm was IIccdml);  alld

Silni]ar ]csl  Ilts to tllosc  foul]d 011 the ~assilli spacc~craft,  wcro fou]ld in car]icr Slr Ml; A pcr-
fonl)cd  o]] ]mrtiol]s  of tltc  software of Galileo, allot,l](:r  spacecraft. III general, since SlJh4 I~;A
clllplla.sizes a systclns  al)l)rcmcll  to software analysis (software rcsj)oIlscs  to llardwarc  faults;
effects 011 l~arclwarc of software actions), t,hc Sl~MltA  is sometill ics able to ul]covcr  hiddcm
dcpclldcllcics  alnong  the components. ltxam])]cs  of tllc issues found  by these earlier Sl{’MltA
iucludc:

● lJI1cxl)cxt,cd  i]it,cractions  al]lo]]g distributed software proccsscs  could occur. In onc case

addit ional  t)us colnmands  wcw rcquirccl,  but this was not  r(:coguized  u]ltil  tllc  SIJhl ItA
postulated a ncw failure JIIodc.

. ltrroncous  i])vocatiml  of software programs was found ill scvmal  i~lstanccs.  l“or example,
a software rcquircll~cl~t  to igl~ore t,rallsicnt  faults was missing ill 0]1 C case<

. Uncxpcc.tcd irltcractioll  a.lIlollg redundant  com~)oncnts,  i.e., l)ctwecn  t,llc (nearly) iden-
tical copies of the software resident on the prime and backup ~)rocmsors,  lcd to a failure
Inodc. l“or cxam])lc, required hardware rcconfigurations  were omitted wllcn  a scrvicc
routine was invoked by both redundant compo)lents  witl]in  a certain ti!r)c intcrva].

a lJncxpcctcd  l)ropagatioll  of resul ts  could OCCUI in onc scc~lario,  given tllc c~lrrcnt  rc-
quircmcnts.  ‘J’}lis lncant that  during a J]rogrammcd  delay,  certain commal]ds  to a
rc]notc unit were a.blc to be rcissucdl  colltra,ry  to the intc]ldcd  behavior .

● U1lstated  assulnptions  required for correct bc})avior  were IIot always documcntcc]  in
tl)c specifications. As an example, a precondition tl)at was )]ot chcckcd  but assumccl
to l-m true (the scttillgs  of so]nc  switches) could occasionally be false.

Alt]lough  a backward search was not explicitly pc]formcd  in collncctio’n  with these earlier
SII’MltAs,  ;t ;s ;Iltcrcstil]g to note that several of the fa;lurc  modes resulted  from both the
analysis  of tllc cffcc.ts  of  the llypothesizcd  al~o]naly (the SII’MEA) and t}lc a]lalysis  o f  t he
possibility of that ano~na]y  ever occurr;np;  (the backward search), It would bc i]ltcresting
to scc ;f otllcr applicatiol)s  of l“h41tA  to software similarly collt,ail]  clclllcnts of both forward
a]ld backward scarcllcs.

5. Conclusion

‘1’IIc  lessons lcarllcd froll] our al)l)lication  of S1’’MI’;A  followed by backward analysis to the
sl)accc.raft  software rcquircll)c]lts  were tl~e following.

1. Althoug]l  Sl~MltA  is usually employed for design validation, we found that SFfi41~lA
was fcasib]c alld uscfu] for rcquirclncllts  a.Tlalysis  ill a large, t~~cll-cioc~]]l~c]ltcd  systcm .
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2. ]IItcgriiti IIg t]Ic forward search .zq)proa(.1)  c)f S]M ]~)A wit]l a ljackW~~,rCl s~a,rc}l  for COII -
tributing callscs  cnlla])ccs  the cffcctivcllcxs  of SI’’N4I’;A.  II) lmrtic.ular,  wc f o u n t ]  IJrc-
vious]y  ul)kl]owll f a i lu re  I]lodcs,  multil)lc  and  c o i n c i d e n t  allolna]ics, and l]iddcm dc-
]m]dcllc.ics  l)ctwcc]]  software procxxscs. ‘1’llcsc results cllallcllgc  Lllc currcllt view of
Sl~h41’;A as lilnitcd  to invcstigatil~g  known  failure m o d e s , sil)glc failures, and simple
dcviatiol)s  froll] cx]~cctcd  behavior.

3. Our  cx])crimlcc  tends to validate rt!ccnt  cflorts to c.ombinc  forward and backward search
tcc]lniqucs.  Whctl)cr  tllc  order of analysis Inattcrs is currently ]iot clear and ]ncrits
cxpcrilncllta]  study. our results from first  performing a forward search for effects,
t]lcll a backward scarc]l  for contributing caus(s have ])01 rcsolvccl this issue, tlor do
tllcy answer tllc  question of which order is most cost cflcctivc.

4. ‘1’lIc biggest Lcncfit  of combining S17MEA with a backward search for col]tributing
causes was in the discovery of unkl~own failure IIlodcs  during t}lc rcquirclncnt,s  analysis.
We found  four such issues that nccdcd fllrthcr  rcquircmcllts  analysis to undcrstalld  alld
rcso]vc.  ]n additiol],  wc foLltld  twenty-ollc othc]  rcquircmcnt,s  issues significa]lt, cIIough
t o  cllangc  tllc colltcnt  o f  tljc rcquirclrlcnts  spccific,atio]ls (e.g. ,  *nissing,  al,lbiguous,
or il]collsistcllt  rcquircmcl)t,s). These twenty-o]le rcquircmcnts  issues could probably
have bccll  found by so~nc combinations of other  static analysis methods (e.g., formal
specification, formal insl)cctions,  and construction of opera.t,iollal sccllarios).  lIowcvcr,
it is prohablc  that the four new fa,i]urc modes could not have been readily fouIld with
other rcq  Llircnlcnts  analysis  methods.

For large, ~vc]]-(]ocul~-lc]ltcd  projects, wc rccolnnlclld  S1~h4 ltA ill c.on)bination  with back-
ward  sca.rch as all cfl’cctivc way to remove ]c:(]Llirctl-lf:Ilts  errors alId add robustllc.ss  to tllc
rcquircmcllts specification.
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